A Provenance-based Access Control Model

Jaehong Park Dang Nguyen Ravi Sandhu
Institute for Cyber Security Institute for Cyber Security Institute for Cyber Security
University of Texas at San Antonio University of Texas at San Antonio University of Texas at San Antonio
jae.park@utsa.edu dnguyen@cs.utsa.edu ravi.sandhu@utsa.edu

Abstract—Existence of data provenance information in a  In this paper, we introduce the framework for a family
system raises at least two security-related issues. One i®W of Provenance-based Access Control (PBAC) models with

provenance data can be used to enhance security in the systemg,iansions that can handle traditional access controksssu
and the other is how to protect provenance data which might

be more sensitive than the data itself. Recent data provenae- in a smple and eﬁectwe_ manner. We identify the essentlgl
related access control literature mainly focuses on the lar foundations and discuss in depth the base model upon which
issue of protecting provenance data. In this paper, we propge a additional functionalities can be built. We apply our model
novel proyenance-b_ased access control model that addressthe to a case study on a course grading system. We demonstrate
former objective. Using provenance data for access contrdb the that our model is capable of handling various access control

underlying data facilitates additional capabilities beymd those inciol d feat h d . fi feut
available in traditional access control models. We utilizea notion ~ PTNCIPIES and teatures such as dynamic separation orjutie

of dependency as the key foundation for access control policy Workflow control, origin-based control, and object versimn
specification. Dependency-based policy provides simpligi and

effectiveness in policy specification and access control @histra- Il. PROVENANCE DATA DEPENDENCY ANDACCESS
tion. We show our model can support dynamic separation of dut, CONTROL

workflow control, origin-based control, and object versioring. In thi ti di " limi topi
The proposed model identifies essential components and capts n this section, we discuss two preliminary topics necgssar

and provides a foundational base model for provenance-bade fqr understandi_ng our proposed model. We first diSQUSS our
access control. We further discuss possible extensions ofiet view on causality dependencies of provenance data idehtifie

proposed base model for enhanced access controls. in the Open Provenance Model (OPM) [20] and then identify
two approaches related to data provenance in access control
I. INTRODUCTION

Provenance is the documentation of the origin of a data ob- Provenance Data Dependency
ject and the processes that influence and lead to any particul In any active system, transactions occur and involve sub-
state of that object. Capturing and storing provenance dgtats, objects, and the corresponding actions descriliieg t
enables higher trustworthiness and utility of the undedyi interaction between these. The log of all such transactions
data. As the importance of its role in application systentan be seen as the basis of provenance information. However,
increases, there also arises provenance related secuadty without relevant semantics to be assigned to the transectio
trustworthiness issues in the system. While securing proveg, not much benefits can be gained. For transactions in-
nance data has been studied in recent years, how to utilfieemation to be considered useful provenance information,
provenance data to control access to the underlying datac@isality dependencies of transaction data should beedili
rarely discussed in literature. Without causality dependency as semantics foundatiors it i

The myriad of software applications available in both piéva hard to utilize transaction flows and associated infornmatio
and public sectors demands more complex protection medte acknowledge this essential provenance property, fochvhi
anisms for the resulting large networks of information flowpurpose we need a suitable provenance model. Our work
Traditional access control mechanisms are built for specifiuilds on OPM since it provides a foundation for the caugalit
purposes and are not easily configured to address the comglependencies of provenance data.
demands associated with these new technologies. We sgronglin essence, the model’s main components consist of arti-
feel that access control systems built upon provenance digets, processes, and agents. Five main dependenciesdoetwe
by fully utilizing its unique characteristics will provida two components are defined as ‘used’ (process on artifact),
foundation for new access control mechanisms that areyhighvasGeneratedBy’ (artifact on process), ‘wasControligdB
capable of supporting features that were not easily achieva(process on agent), ‘wasDerivedFrom’ (artifact on artjfac
with traditional access control solutions. Specifically,data and ‘wasTriggeredBy’ (process on process). Altogether the
provenance provides utilities such as pedigree informaticomponents and dependencies form a directed acyclic graph
search, usage tracking, and versioning, using provenaatee dvhere the main components correspond to nodes and the
for access control allows more versatile control capabslitch dependencies correspond to edges.
as controls based on pedigree information, past usage af dat The most basic graph exhibiting all these graph entities is
past activity of users and versioning information. Thigtier depicted in Figure 1. Here the agent Ag controlled the pr&ces
supports dynamic separation of duties and workflow controfsl which used the artifact al to generate the new artifact a2



the proposed model also provides a foundation for proper
understanding of PAC since it identifies how provenance data
should be structured and retrieved.

Although provenance-based access control utilizes prove-
N wasGeneratedBy(role) nance data to make access decision, it is likely the case that
|

wasDerivedFrom\
\

a real world system will also require other forms of access
control systems together with PBAC. For example, consider
a homework review and grading example in an online course
management system presented in our sample case study. PBAC
can support policies such as only the user who uploaded a
Fig. 1. OPM Causality Dependencies homework can replace it with a newer version or can submit
it, the user who submitted a homework cannot review the
homework, or a user can append reviews to a grade report

which was then used by the process p2. Notice the directi8HIy if the review was completed for the homework. This

of the arrows specifies a causality relationship. The Soufceapplication system is likely to. gdditionally utilize rotmsed
the arc represents the effect while the destination repteseaccess control to enforce policies such as only students can
mit homework or review other student's homework and

the cause. Also, the fact that pl used al and generatedsg . )
does not guarantee that a2 was derived from al, hence {{AY Instructors can grade a homework or append reviews to

needs to be asserted with the ‘wasDerivedFrom’ edge from agrade report. For this reason, the policies in the proposed

to al. Similarly, the ‘wasTriggeredBy’ edge is used to aSSéPOdel are defined as necessary rather than sufficient fosscce
the céusality dépendency between p1 and p2 since additional non-provenance based policies may als®co

We utilize the OPM model to capture base provenanf:%to play.
data in this paper. Artifacts are used to capture data abject
(e.g., submitted paper, review, etc.). Processes are wsed t
capture the functional actions such as upload, submit,egrad In this section, we identify a family of models for
etc. Agents correspond to users. We only utilize the diregtovenance-based access control based on three criteria.
dependencies of OPM, and omit the indirect dependencies off he first criteria is the kind of provenance data is used in the
‘wasDerivedFrom’ and ‘wasTriggeredBYy’ in our base provesystem. Provenance-based access control utilizes pmovena
nance data (variations of these could be utilized in thereletd data to make decisions on users’ access to data objects. The
models). To assign additional semantics to the OPM graphovenance data stores transaction records that are edptur
and facilitate convenient adaptation of OPM to applicatioh a system from which causality dependencies can be computed.
various domains, the OPM model provides a notion of role thditmay also store dependency information that are identified
further specifies dependencies. For example, an object niyyusers. For example, a PC member of a conference may
have a dependency ‘wasGeneratedBy(submit)’ with a subrrditlegate an actual reviewer of the paper that is assigned to
process, meaning that the object was generated by subhdt or an author may identify additional authors of a paper
action (as opposed to say the grade action). In OPM thH®at he submitted.
dependency role is applicable to ‘used’,'wasGeneratedBy’ The second criteria is whether policies are based on object
‘wasControlledBy’ dependencies. For our purpose, we onlependencies or acting user dependencies. Policies uking o
adopt roles for ‘used’ and ‘wasGeneratedBy’ dependencigsct dependencies verify transaction history of objectslevh
as we allow only one agent for each process. policies using acting user dependencies utilize histonysefs.

. The third criteria is whether the policies are given and

B. Data Provenance in Access Control readily available to the system or they are retrieved froneot

Using provenance data in a system raises at least twsers or objects that are discovered by tracing provenaatee d
security related issues. We identify thempasvenance-based based on additional policy retrieval policies.
access control (PBACAnd provenance access control (PAC) Based on these criteria, we have identified one base model
PBAC focuses on how provenance data can be used to contmadl three extended models for provenance-based access con-
access to data, while PAC concerns how access to provenangckas shown in Figure 2PBACg is our base model that fo-
data should be controlled. There has been considerable atses on system captured and system computable provenance
tention recently on securing provenance data, i.e., PAC [Blata and object dependencies, and assumes policy is given. |
[6], [8], [9], [16], [17], [22], [27]. In this paper we focusrDb the three extended modelB,BACy extends the base model
PBAC. PBAC and PAC are complementary to each other in allow user-declared provenance dafaBAC, extends
that PBAC can be used to control access to provenance dda base model to include acting user dependencies, and
and PAC can be used to elevate trustworthiness of provenalitB ACrr extends the base model by including provenance-
data. Furthermore, they both require mechanisms to capturvased policy retrieval. Combinations of these extendedaisod
store and retrieve provenance data. Therefore, though thig also possible. In this paper we mainly focus on the base
paper focuses on a foundational model for PBAC, we beliemeodel which presents essential aspects of PBAC.

wasTriggeredBy \

I1l. A FAMILY oF PBAC MODELS



Combined Models the sake of simplicity, we use acting users instead of stibjec

in our model.

Action instances (A) are initiated by users for an access to
objects. Provenance-based policies are defined by asithan
types (AT) rather than action instancedT is a fixed finite
set of action types predefined by system architects. We assum
a system can derive action types from given action instances
PBACS Objects (O) are resource data that are accessed by users.
Our provenance-based access control model supports object
versioning and allows multiple versions of an object. Prove
nance data captures object versions as vertices. When a
transaction modifies an object version, the new version is
represented as a new vertex in provenance data. If an object
version is copied or modified into a new object, the output is
(0) represented as a new object.
A Requestconsists of an acting user, an action instance

PBACu PBACA PBACer

Fig. 2. A Family of PBAC Models

Request

(au,a,0) Objects

U o\ ——— and a set of objects with object roles that are to be accessed.
ser Authorization Action Validation ipe . . .
Specific object roles for each action type are pre-defined
Access Evaluation in the system. In a request, the action type of the action
s A N instance may require multiple objects with differesttject
b e Lige e e roles (OR)_ assigned to them. For example, @ppend actior_1
(DL) I (PD) type requires one reference object and one source object to
Object DL Policies Base Prov. H H
(DLo) (;:)' o (PD;’) which the contents O.f the rgferencg are appended..(.)bject
— — — roles are necessary since objects with different roles will
" Acting User | |PF;_Retriei;/sIP I :UserbDecIaI;%d | general, need different rules for granting an action regues
| _bLoLy) —‘“cﬁs%— ) | |Prov. Data (PDY), Once a request is allowed and performed, the corresponding
Y/ transaction data is captured and stored as part of the base
A T _4/\ provenance data. Transaction data includes acting usemac
= = _ _ PoliyRetieval = = _—7— instance, input object(s) and output objeck(s).
— > Access = Provenance data fD) consist of base provenance data
— == Decision Activity and user-declared provenance data. Hase provenance
— —» Utilized by

data (PDp) store transactions data that are captured as a
result of performed actions and form a directed graph that is
similar to the one identified in OPM [20]. Each transaction

is stored as a set of triples that consists of two entities and
one causality dependency. The causality dependencyastiliz

IV. PBAC MODEL COMPONENTS three basic dependency types of ‘wasControlledBy’, ‘was-
ﬁneratedBy’ and ‘used’ out of five causality dependencies

Fig. 3. PBAC Model Components

The proposed provenance-based access control model cca fied in O 201 |
sists of several core components. Figure 3 shows thedgntified in OPM [20F For example, suppose a usel

components. They are acting users, action instances,nacﬁ‘@pended objeetl to objecto?. Thetransactloq data will be
types, objects, object roles, provenance data, dependistsgy 1, appendl, (01, 02),0lv2 > and corresponding provenance
policies, access evaluation function for user authonzatind dat@ Will store < appendl, ul, wasControlledBy >, <
action validation, policy retrieval policies, and poliogtrieval appendl, ol, used(source) >, < appendl, 02, used(ref) >
function. Those components with solid line boundaries af&'d < 01v2, appendlwasGenerated By(append) >. Here,
necessary for the proposed base model. Others with dasﬂi'eoand 02 are input objectsplv2 is the output O_b]eCt and
line boundaries are part of the extended models. While v;g@“me’mf’ append are roles. OPM allows a notion of role

also identify and briefly discuss the additional componen r th?s? thrge base glgp,endgr‘mez.’ dHowevder we utilize ro_les
for the extended models in this section, our overall focus 8" 0Ny Was eneratedBy’ and ‘used’ dependencies to *‘?’ec'
on the base model. how objects are generated or used. As mentioned earlier, we

Acting Users (AU represent human beings who initiatedo not allow roles for ‘wasControlledBy’ since we assume

requests for actions against objects. To be precise, paoven |, . . . .

. . . . .“While other contextual information such as timestamp, tioca platform
data captures acting subjects, not acting users. While thigi purpose can be captured and utilized for provenanessess control,
is true, since one user can have many acting subjects thato not consider such auxiliary information in this padecs they are not

are stored in provenance data and provenance-based ac@%stﬁ‘sm ones for provenance-based access control,
The remaining two dependencies are not used in our baseraose data

control p0||C|e.S are defined ba§ed on.actlng user_s* We. _aSSUﬂ?E‘e they are indirect dependencies that either can bemsystmputed from
a corresponding user of an acting subject can be identified. khe direct dependencies or are user-declared.



. . . . Policy ::= “allow” < Req > “ =" < UARules > “AN” < AV Rules > |
there is Only one acting user per action instance. “true”

i i Req 1= “(” < ActUser > “,7 < ActType > “,” < ObjRoles > “)”
Unlike OPM, in the provenance data of our m(_)del, W e s & Obieote > | < ObjRaE S %% < ObjRoles >
make use of all the matching inverse dependencies of theARuies ::= < UARule > |“(" < UARules > )|

i i UARules >< Connect >< UARules >
dependencies that are captured as a result of transactio 7 Frulos o < AV Hule 5 |47 < AV Fules > 7]

Using normal dependencies, provenance data can be tracediav Ruies >< Connect >< AV Rules >

only backward in time. The inverse dependencies are nerlyessanggfl‘;t o= !‘chm >< operl < PathHule >

for traversing some dependency data since, for example, & Rule ::= “|” < PathRule > “|” < oper2 >< Number > |
i i i i PathRule >< oper3 >< PathRule >
request _to modify an_object may nged some verlflanorIﬁathRule e Y Obele = 4.7 < DName > <)
whether its newer version had been viewed or not. This rulgper1 .= « ¢ 7|« ¢ »
— u:nIu#”‘Ac > 75‘“ S 77|u < 77|u >75

can be verified by traversing the provenance data forward iﬂP”g S P P

. . . . . . . oper3 : -
time. It may also require changes in direction multiple $me pName ::= dni|dns| . . . |dnn
in case, for example, one may want to check whether any of wnber == [0 — 9]+

. . . . ctUser ::= au
the related objects and object versions was ever viewed OfciType ::= ati|ats| . . . |atm
accessed by someone. ObjRole ::= 0rotey [Orotes | - - - |orotey,
If allowed, users can declare new dependencies or deny ex- TABLE |

isting dependencies. While thesser-declared dependency A POLICY SPECIFICATIONGRAMMAR PG

data (PDy) can be utilized in provenance-based access

control together with base provenance data, the propoﬁwwn in the Figure 3 are used to discover policies that need

base model only focuses on base provenance data since ugepe used for access evaluation. The proposed base model

declared provenance data are not as critical as base prmen&ssumes policies are given and readily available to thesyst

data and can be better discussed only with a precise undence does not consider policy retrieval function and jesic

standing of a model that utilize base provenance data. They are identified as components for one of the extended
Dependency lists DL) are constructed as pairs of amedels, and are not further discussed in this paper.

stracted dependency namd3/{) and corresponding depen-

dency path expression®P AT H). Eachdn € DN is paired V. THE PBACpE MODEL

with, and defined by, exactly onéath € DPATH, where ) ) o ) o

dpath may use other previously defineth’s. Recursive or In this section, we first introduce a policy specification

cyclic definitions are not permitted so eadpath can be drammar that can support our base provenance-based access

reduced to a regular expression using only base dependef@jtrol (PBACE) model. Then we define the base model and

types by expanding then definitions inline. There can be provide an access evaluation algorlthm_ to show how access

object dependency lists and acting user dependency li§ntrol decision in the proposed model is made.

Object dependency lists include dependencies betweentsbje

and other entities in provenance data such as other objeéts,Policy Specifications

acting users (agents in OPM), or action instances. Likewise

. o X ~~In this section we define a policy specification gramiRér
acting user dependency lists include dependencies ofgact(LpS shown in Table I. Policies for the proposed model consist

USErS. Th? proposed mode_l consider qnly olpject dependefey) set of user authorization rule’ A Rules) and action

lists as object dependency is an essential notion of PrOMENA, jidation rules AV Rules). The overall result of both of these

base‘?' access contrl. is combined by conjunction. Each rule is defined using path
Policiesinclude a set of rules that need to be evaluated fQf e that consist of a starting node and a dependency name to

gra_ntlng access. These rules _are_e|therfor user_authonzat which a regular expression-based dependency path pastern i

action valldathn.User .authorlzatlon rules specify Whe_ther mapped in a dependency list. (See the model definition sectio

the requester is qualified for the request or not wialion ooy ) A user authorization rule is defined using an acting

validation rules specify whether the requested action Caflser, a path rule and an operator and checks (non-)existence

be performed against the requested objects. Both typesqpfy ing user in the vertices found using the path rule, evhil

rules are specified using dependency names. There is Ofly action validation rule is defined using one or two of the
one policy per action type. ~ path rules and an operator and either checks (non-)existenc

Access Evaluationfunction evaluates a request by utilizing,, frequency of vertices in the path or compares two sets of
user authorization rules and action validation rules foimd \ertices found in the two paths. These three types of rules

the policy for the type of the requested action and retumsgne user authorization rule and two action validation shle
boolean value. The algorithm for access evaluation is pexVi 5 by no means exhaustive but are sufficient to capture the

in Algorithm 1. N _ _ _ sample use case scenario presented in this paper. Each user
Policy Retrieval Policiesand Policy Retrieval Function  gythorization rule is individually evaluated to a booleasuit.
The individual results are then combined using disjunctiod
3Note that while acting user dependency information is atsg in prove- conjunction as specified. Action validation rules are SllmM
nance data, it is not likely to be the main information thadvenance data . dividuall luated and then th It biné
captures. In fact, by definition, provenance is history ofeots not acting Individually evaluated an en the results are com 'nm@us

users though it also includes user's activity histories. disjunction and conjunction as specified.



B. Model Definitions Definition 2-3 define base dependencies which are the build-
. e . insg blocks of base provenance data as defined in definition 4.
Based on the core components identified in the PTEVIORS definition 4, these dependencies can be used only between
section, we define a base model for PBAC as follows. S ’ dep , D1 y
certain kinds of vertices. For example; and ‘¢’ can be
1) AU, A, AT, O andOR are acting users, action instancegysed to connect an action instance to an acting user and an
action types, objects, and object roles respectively. acting user to an action instance, respectively. The saitypli
2) G,U,G~"andU~" are sets of role-specific variations ofand effectiveness in policy specification and access cbntro
‘wasGeneratedBy’ and ‘used’ dependencies and matGianagement are achieved with the utilization of dependency
ing sets of inverse dependencies, respectively. names and matching dependency paths in dependency list
3) {‘¢,‘c” "} is the set of ‘wasControlledBy’ dependency D) as shown in Definition 5-9. Definition 10-12 provide
and its inverse dependency. the means for defining policies and attaching them to action
4) Base provenance dafaDp forms a directed graph andtypes. Definition 13 defines thé, function necessary for
is formally denoted as a triple. Vg, Ep, D >: access request evaluation with respect to the givéns.
e« Vg = AU U AU O, a finite set of acting users,C Access Evaluation Procedure
action instances, and objects that have been involved _ ) o )
in transactions in the system and are represented ad he Access Evaluation Procedure is specified in Algorithm

vertices: 1. In the algorithm, line 2 - 6 shows the rule collecting
« Dp={cYUUUGU{*cV}UU-UG™!, afinite Phase that identifies all the user authorization rules afidrac
set of base dependency types; validation rules from the policy applied to the action tyde o

o Ep C{(AXxAUX ‘¢ )U(AxOxU)U(Ox AxG)U the request. The user authorization phase (line 7 - 14) and
(AU_><A><‘c*l’)u(OxAxU*l)U(AxOfol)}, action validation phase (line 16 - 25) differ in that action

denoting dependency edges, is the set of existi¥glidation may need to compute multiple sets of verticeanfro
base dependencies in the provenance Hata. multiple path rules while user authorization only evalsaiae
dpath rule. The user authorization phase compares the acting
user of the request to the vertices found as a result of chgcki
the path rules against the base provenance dafas) and
eturns a boolean value. An action validation rule evakiate
he existence or number of vertices found by a path rule or

5) DNy, disjoint from Dp, is a finite set of abstracte
names for dependencies of objects.

6) LetX be an alphabet of terms iPg U DNy. The set
DPATH of regular expressions is inductively define

as follows: . . .
compares multiple sets of vertices found by multiple path
e VpeX,pe DPATH;e € DPATH; rules, and then returns a boolean value. User authorization
o (P|R), (P1.P,), Pix, P+, 27 € DPATH, pyles (as well as action validation rules) are connectedgusi
where P, € DPATH and P, € DPATH. conjunctive and disjunctive connectives. Once the trutbes
7) DPATHp C DPATH, is the set of regular expressionof these two phases is computed, the algorithm evaluates the
using only alphabet of terms i p. final truth value using conjunctive connective.

8) DLo : DNo — DPATH, defines eachin € DNp We provide a partial analysis for the complexity of this
as a path expressiol) Lo is also viewed as a list of algorithm. It is trivial that all steps outside the FOR loop
pairs of object dependency names and correspondiingm line 7 - 13 and the nested FOR loops from line 16 -
dependency paths. 24 are in PTIME. Since the number of rules and path rules

9) Ao : DNo — DPATHgE, maps eachdin € DNy are finite, all the extraction steps in the two FOR loops ekcep
to a path expression using only base dependency typegs 11 and 21 are also in PTIME. Hence the complexity
dy € Dp by repeatedly expanding the definitions of anjs dominated by lines 11 and 21. Lines 11 and 21 require a

dn; € DN that occurs inD Lo (dn). tracing algorithm on the provenance graph. In practice this
10) PE is a language specified in the policy expressiotnacing algorithm would be embedded in queries that support

grammarPdG. regular expression-based path patterns. We conjectur¢hiha
11) P C PE, is a finite set of policies. complexity in some subsets of practical problem space is

12) v: AT — P, a mapping of an action type to a policy. achievable in PTIME while in other cases may be NP-complete
13) o : O x DPATHp — 2V&, a function mapping an or worse. While further investigation is necessary, a tkdai
object and a base dependency path to verticeBliny complexity analysis is beyond the scope of this paper.
such thatoy € 6(o1,dpath) iff there exists a path in

PDg from o; to 0, whose edge labels form a string _ _ _ _
that satisfies the regular expressigmuth. Consider a homework grading example in an online course
management system with the following policies:
“Note that only certain kinds of edges can exist @oto O edge for 1) Anyon.e can upload a hom?Work- 2) A uger can rgplgce
example) and only certain labels can be applied to certamiskiof edges an old version of a homework with a new version (versioning
(A to AU edge must be labelled’ for example). By definition each edge is control) if the user is the author of the old version and the
accompanied by its inverse edge to facilitate traversadiwdrd and backward Id . h tb bmitted. 3) A th bmit
direction. If the inverse edges are dropped the graph wikdelic as in the ola version has not been submitted. ) n autnor can submi

OPM model. her homework (origin-based control) if it was not submitted

VI. A CASE STUDY ON AN ONLINE GRADING SYSTEM



Algorithm 1 AccessEvaluation(au, a, O) c c
1: (Rule Collecting Phase)
2: at «+ a’s action type Uploadi kel
3! p + v(at) A
4: RULEy 4 < user authorization rule&’ A Rule found inp Qreplace
5. RULE sy < action validation rulesAV Rule found inp K Uinp!
6: (User Authorization Phase) submit1 olv2
7: for all rules in RULEy 4 do i eR)
8:  Extract the path ruléObj Role, D Name) from rules c gsubmn c
9: Determine the objech € O, whose role iSObj Role Uinput
10:  Extract dependency path expressi@path;, in DPATHg from DName review1 01}_ review2
using Ao function input
11: Determine vertices by tracing base provenance dafap through the paths A aub A
expressed inlpath;, that start from the object usingdo function Jreview we Ulnpui Jreview

12: Determine the truth value by evaluating the result agamstrule
13: end for Coz grade1 @
14: U Auth < a combined truth value based on conjunctive or disjunctbreectives AUInp A

between rules Qarade
15: (Action Validation Phase)
16: for all rules in RULE 5oy do rev|se1 04>
17:  Extract path rulefObj Role, D Name) from rules
18:  for all path ruless{extractedo Ausrc
19: Determine the objecd € O, whose role isObj Role gfeV'Se
20: Extract dependency path expressitputh;, in DPAT H g from D Name

using Ao function @ append1

21: Determine vertices by tracing base provenance #afaz through the paths Uref A
- gxfpressed inlpath, that start from the objeat usingdo function u: used Qappend

: end for :
23: Determine the truth value by evaluating the results of a@lektracted path rules g_‘ x::gg:ﬁgﬂfgg; @
24: end for ’
25: AVal <+ a combined result based on conjunctive or disjunctive cotives

between rules Fig. 4. Sample Provenance Data for Online Grading SystemPiN @Graph

26: Evaluate a final truth value d Auth and AV al using conjunctive connective

using both base dependencies and previously defined depen-
dency names. Based on this object dependency list, the sampl
already. 4) A user can review only a submitted homewoglicies are presented using the proposed policy spedificat
(workflow control) if she is neither the author nor one of thgrammarPG as follows:
existing reviewers of the homework (dynamic separation of Sample Policies®
duty) and the homework has been reviewed less than 3 timesl) allow(au, upload, 0) = true.
and not been graded. 5) A review can be revised if the user?) allow(au, replace,0) = au € (o, wasAuthoredBy) A
created the review and the referreql r_lomework_ is not graded3) L(loloﬁl(ljfiznﬂt;dgoi)[; g'(o,wasAuthoredBy) A
yet. 6) A homework can be graded if it was reviewed at least * |(o, wasSubmittedVof)| = 0.
2 times. 7) A review can be appended into a grade if the 4) allow(au, review,0) = au ¢ (0, was AuthoredBy) A
acting user created the grade and the review was made for the Ia(“ ¢ (OI%WSREZZOW@?F” A (o, wasSubmittedVof)[ # 0 A
- ] 0, wasReviewedOof~1)| < 3 A

homework that the grade is made against. |(0, wasGradedOof—1)| = 0.

In PBAC, policies are defined using dependency names.5) &llow(a?j Te(v)iS%O)? gue (Oél)asclcg(e)ategl?ﬁviengy)A
These dependency names are defined in the dependency lig al‘;;i”u‘(lju,’;iaje,5;”:6:”(({fgzs;v;w;{o()f1)‘ Son
and mapped to a combination of other dependency names and |(o, wasGradedOof~1)| = 0).
paths which eventually can be expressed in regular expressi  7) allow(au, append, osre, 0ref) = au € (0sre, wasGraded By) N
(DPAT Hg) that only utilizes base dependency typéss). (0sre, wasGradedOof) = (ores, wasOneO f ReviewOf).
We first define a sample object dependency list to constructas discussed earlier, transaction data is different from a
policies for the sample case as shown below: request in that transaction data knows exactly what objects
are used and generated, while a request does not include any

Object Dependency ListDLo: - _
objects that will be generated from the performed request. |

1) < wasReplacedVof, Greplace-Winput >

2) < wasSubmittedV of, geubmit Winput > the list below, we show some sample transaction data and the

ig zwasgevéewjgojﬁf : 9revz‘ew~“inpu>t > matching base provenance data. The OPM graph diagram of
washevise OJ; 9revise-Uinput H [ f .

5) < wasGradedOof, gypade-ttinput > the resulting base provenance da_ta is illustrated in Figure

6) < wasAppendedVof, gappend-Usre > Sample Transactions and equivalent Base Provenance

7) < wasOneO f ReviewO f, wasRevisedVof * .greview Uinput >  Data:
8) < wasAuthoredBy,wasSubmittedV of?.wasReplacedVof *
‘Gupload-C >
9) < wasReviewedBy, wasReviewedOof ™ 1.greview.c >
10) < wasCreated Review By, wasRevisedV of * .greview-C >
11) < wasGradedBy, wasAppendedVof * .ggrade-c >

The dependency list items 1 - 6 define some dependenc assume users can access only the newest object versiressystem.
P y P XV\{ policies like 2) in the sample will need an additiomale to make

names and their dependency path patterns usmg base deQ@f@ the object or the newer versions of the object have ren beed for a
dencies. Items 7 - 11 define additional dependency nams@smission.

1) (au1,uploadl,o141): < uploadl,aui,c >,
< O1v1, uploadl, Gupload >
2) (aui,replacel,o1y1,0142): < replacel,aur,c >,
< replacel, O1v1; Uinput >, < 01v2; Teplacelv Greplace >



3) (au1, submitl, 0142, 0143): < submitl, auy,c >, the system can retrieve relevant polices. This provenance-
< submitl, o01v2; Winput >, < 0103, SubMitl, goupmir > based policy retrieval enriches the base model which assume

4) (auz,reviewl,o01y3,0201): < reviewl,aus,c >, lici . to th t Further d | tsisn th
< reviewl, 0103, tinput >, < 0201, Feviewl, greview > policies are given to the system. Further developmentsisn

5) (au3,review?2,01,3,0301): < review?, aus,c >, extension will enhance the proposed model.
< review2, 01v3, Winput >, < 03v1, TEVIEW2, Greview >

6) (au277?8U28817021;1.,02v2). < revzsel,a_ug,c >, . VIIl. RELATED WORKS
< revisel, 0201, Uinput >, < 0202, T€Visel, grevise >

7) (aus,gmdel,mvss,_,04v1). < gradel, aus, ¢ >, Provenance is captured and utilized in many different
< gradel, 01v3s,; Uinput >, < O4dvl, gradelvgg'r'ade > . . . . . .

8) (aus, appendl, o4y1, 0202, 04v2): < appendl,aus,c >, application domains [7], [11], [18]. Based on the intrinsic

< appendl, 04y1, Usrc >, < appendl, 02,2, Uref >,
< 0442, appendl, Yappend >

characteristics of each application domain, different etetor
provenance are defined. Ni et al [22] propose a general prove-

nance model to capture provenance information but do not
explicitly capture the causal dependencies between thesimod
The proposed base model is a foundational model foomponents. OPM [20] is a provenance model that captures
provenance-based access control and can be further edtergf@venance data in terms of causality dependencies between
for additional security enhancements. As identified earlighe provenance data model components and allows different
one crucial extension that will enhance the base model gsofile definitions to be constructed to capture multi-damai
allowing user-declared provenance data(PDy in Figure environments, one of which is in distributed systems [14}kP
3) in addition to the system-computed base provenance dahal [23] utilized OPM to capture and express provenance
This means a user can declare a specific dependency betwisrmation in the group-centric secure information shari
entities using a dependency name that is predefined by #vironment [19]. In this paper, our proposed access cbntro
system and available to the user. The user-declared depgndenodel utilizes OPM to capture the dependencies on which
may cause conflict with the dependencies with the same naageess control policies and decisions are based.
that are computed using base provenance data. For exampl&arious aspects of provenance security have been discussed
in Figure 4, a usetu, may declare another user, says as in the literature [6], [16], [17], [27]. Most of the relatedonks
an actual reviewer who generated a reviawy, for the object mainly consider protecting provenance data. Approaches in
01,3 While the system-computed dependency will pointt@ clude building policy languages that provide fine-grained a
as a reviewer based on the base provenance data. One approash control [22] as well as allow the generation of query-
to address this issue is by explicitly identifying the ittens expressions of paths of arbitrary length on provenancehgrap
of the declaration. For this, we believe there are at leastth [8]. Other works focus on protecting the sensitivity of path
types of intentionsinclusive, exclusive and denying types. information on the provenance graph using redaction [9] or
The inclusive-intent dependency means, for example, beth surrogate graphs [5]. To the best of our knowledge, our work
andaug are considered as reviewers who creaigd. If aus is the first to provide security protection to regular data by
declaredaug as an exclusive reviewer, the system computedilizing provenance data and accommodating the intrinsic
dependency will be voided. In addition, if allowegay, may property of causality dependency.
deny that he is not the actual reviewer. Furthermore, thisHistory-based Access Control (HBAC) models provide ac-
extended model also needs to resolve an authorization issg8s control to data objects based on the action and request
of who can declare what kind of dependency intentions undsistory of the subjects [2], [4], [13]. In HBAC policies, a
which circumstance. We believe the proposed base modeabject’s request is decided based on what actions anchactio
provides a concrete foundation for this extension. requests the subject had performed before. In this corttext,
Another interesting extension is includirgting user de- main motivation is to differentiate the “goodness” of suibge
pendenciesin addition to object dependencies. Unlike objedrom their past behaviors. Such information can be retdeve
dependencies, acting user dependencies utilize acting ugeom provenance data. More specifically, it is captured in
as a starting node of a path pattern. This means the ruteensactions data in our model. In contrast, PBAC emphssize
using acting user dependencies are based on history of the history of data objects, which creates dependency shain
user’s previous actions that are independent from the tijeand utilizes the intrinsic dependencies, which can also be
related to a request. While this type of rules may not requiextracted from transactions data, between these objects fo
dependency paths to be traced, the necessary informatiomdsess control purposes.
captured in provenance data and readily available for finid k  Separation of Duties (SOD) is extensively discussed in the
of queries. This extension is likely to allow users’ acyvit literature [26]. Transaction Control Expression (TCE) ][24
history-based access controls using provenance data. [25] provide a solution for dynamic SOD (DSOD) in a
The third extension we have identified glicy retrieval role-based environment through predefined sets of trangact
which concerns how to discover necessary policies usiegpressions that are attached to objects and subsequently
provenance data in case the policies are not readily alailabecome the objects’ history once executed. Based on the
to the system. For example, if a system enforces origina&iored executed transactions data, access control decisim
control policy for certain objects, the system can use proviee made to enforce DSOD appropriately. Such transactions
nance data to find all the contributors of an object from whohistory along with corresponding DSOD enforcement can

VIl. EXTENDED MODELS



be captured and handled in PBAC. Predefined structure ¢f] T. Cadenhead, V. Khadilkar, M. Kantarcioglu, and B. Taigingham.

TCEs can also be used to enforce workflow control. Elements
of workflow requirements exhibited by TCE can also be

A language for provenance access control.Phoceedings of the first
CM conference on Data and application security and privgeyges
133-144. ACM, 2011.

expressed in PBAC through the use of predefined dependengy T. Cadenhead, V. Khadilkar, M. Kantarcioglu, and B. Taisingham.
names in the specification of policies.

There are also several implementation frameworks for cap-
turing provenance data with the intent of security in mindeT [10]
PASS system [21] aims to capture provenance information at
the file level. The PLUS system [10] captures provenance at

the application level and use the information for taint il
to handle insider threat [3]. In order to retrieve informati

from the provenance storage, many implementation of query
languages are available. Park et al [23] employed SPARQI2]
[15] with GLEEN [12] in a group collaboration environment.

PQL [1] is a language in development that would providgs

useful functionalities for provenance data queries.

In this paper, we have defined a family of models f
provenance-based access control, then further developed adraft, jan 2012.
base modePBAC that utilizes object dependencies that are
computed based on transactions to evaluate access requg‘gﬂs
In the model, we introduced a novel approach for policy
specification and access evaluation by utilizing abstthcte
dependency names and matching dependency path patté]rﬂs
that are expressed using regular expressions. We believe [tls]

IX. CONCLUSION

proposed model allows highly expressive policy specifirati

but simple and effective access control management at the
same time. The proposed model is the first effort in this lireo]
of work and presents a strong foundation for promising fitur

research.
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